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Introduction. All modern industrial systems and variety of generally used
power systems can be considered as Cyber-Physical Systems (CPS). They consist of
a physical system (grid, power transmission, electric vehicles, industrial and home
(personal) applications etc.) and a cyber system (which include control algorithms,
data acquisition, tracing, processing, programming and interactive features).
Applications of CPS are often associated with but not limited to core infrastructures
and sensitive data. Therefore it makes them attractive in terms of vulnerability, data
breach, and denial of services [1].

Electrical drives play the key role in all major industry, transport applications
and home appliances. However, it’s effect on stability of integrated systems (part of
technological process, or device), reliability properties with respect to different types
of cyber-attacks, prevention and mitigation techniques are under development [2].

Motivation of ongoing research of CPS is to develop precautions methods,
diagnostics, mitigation and cyber-attack prevention methods for the most critical and
network-connected systems. Some examples of major cyber-attacks and their
consequences worldwide can be found in [3].

Recent reviews about cybersecurity in different power systems are given in [2],
[3], [5]. Examples of cyber-attack-mitigation techniques designed for automated
electric vehicles can be found in [6] —[9]. Several approaches on detection and
mitigation of cyber-attacks on sensors data and key parts of control algorithms for
electrical drives are presented in [10] — [14].

The aim of this paper is to highlight the role of the electrical drives as a part
of the CPS and to stress the CPS features which are crucial for the electrical drives
applications.

Cyber-attacks types on electrical drives’ side. The main types of cyber-
attacks on power systems are targeting [4]: 1) sensors and actuators data;
2) computing systems (controller); 3) feedback signals; 4) communication with
higher level systems. Independently on the targeting area, the aim of basic cyber-
attacks on electrical drives can be with a focus on either electrical part (power/energy
spikes) or mechanical part (mechanical damage), or both [10]. In the latter case the
negative impact is usually lesser than if aiming one of the electrical drives’
subsystems.

Basic cyber-attacks on the electrical drives control systems include: spoofing
of sensor data, variation of motor parameters, PWM characteristics and protection
levels, as well as in-depth viruses that alter all the control system.

Moreover the physical damage caused by mechanisms and electrical power
(energy) consumption can be provided very rapidly with momentarily results, or very
slowly with gradually increasing outcome [15]. It goes without saying that the former
attacks can be identified and therefore prevented (mitigated) much easily than the
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latter due to their influence is more obvious. Furthermore, sophisticated cyber-attacks
usually go from one dynamic shape to another so that, for instance, gather most intel
in “silent mode” and do most damage in “attack mode”. In order to prevent different
types of cyber-attacks, the detection systems incorporated in electrical drives control
and upper level control systems of industrial plants must be flexible [2], [3], [5].

Cyber-attacks types on energy supply side of the electrical drives.
Depending on the supply type, different results can be achieved on electrical drives
with cyber-attacks targeted its prime energy supply.

If electrical drives are connected to the mains, the main influences that can be
feasible are: 1) changing its main parameters (voltage amplitude and/or frequency);
2) deteriorating the secondary parameters such as total harmonic distortion factor (for
example, by activating the most renewable energy sources systems). If these changes
are considerably low so that they cannot be identified as a threat to the power grid,
they will cause uncontrolled damage on electrical drives side [2].

In case when electromechanical systems are autonomous, various cyber-attacks
paths can be considered depending on the type of the energy source: battery-only;
supercapacitors-only; fuel cells-only; hybrid energy storage system with combined
sources etc. [16]. Comparing typical Li-ion batteries and supercapacitors, the former
are characterized by higher capacitance than the latter, so the supercapacitor unit can
be used to deal more rapid damage (up to it limits) while the batteries may be applied
for long-term slowly increased damage. In case if hybrid energy storage systems are
controlled (active), i.e. they have DC-DC converters for power flow control; they can
be also used in order to change supply voltage for inverter of traction motor or to
create spike currents in a DC-link.

If electrical drive is a part of the system with a combined supply, such as in
hybrid electric vehicles, where the main propulsion is carried out by internal
combustion engine, the main non-electrical power can cause damage through internal
combustion engine to electrical drive depending on the topology.

Monitoring and detection. Most of the means used in cyber-attacks
monitoring and detection in electrical drives are based on the already installed
sensors needed for their proper operation [10] — [13]. For widely used vector-
controlled electrical drives they include up to: three three-phase current sensors,
sensor of mechanical coordinates, DC-link voltage sensor, motor temperature sensor,
technological processes sensors.

The simplest cyber-attacks that are being studied [10] include false data
(changing transfer gain, offset or setting wrong value) from one type of the sensors
which can be easily identified using data from the sensors of other type. However,
such approach cannot be effectively applied if, for example, all sensors are
compromised so that the control system is operated normally while new variables are
added in order to bypass feedback and limitation levels. Other means for cyber-
attacks detection lay in the electrical drives control systems. Typical examples are
[11] — [13]: the controllers outputs of mechanical and electrical coordinates, stator
current phase portrait and THD, speed and torque ripple and integral values of the
states tracking errors. Usual approaches to detect cyber-attacks are: rule-based
techniques, fuzzy controllers, neural networks, etc. [11] — [16].
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In general, the system detection properties can be enhanced by increasing the
number of the applied criteria, since no criteria by its own can successfully identify
various types of cyber-attacks whose number grows rapidly [11] — [13].

Another approach that can improve detection is the implementation of state-
space observers [2]. Theory of adaptive observers used for parameters identification
and outputs estimation is well developed for variety of widely used modern electrical
drives. Therefore it makes it a perfect tool for online detection.

Mitigation and resilience. In case the means for detection are effective
enough to identify the cyber-attack target, the standard means for mitigation its effect
can be applied. They usually require more knowledge in coding and communication
than in power systems area [2], [4], ]16]. Such approaches include: 1) re-initialize the
system or the target device; 2) changing system IP; 3) applying different firewall
rules etc.

However with adaptive observers and similar approaches which allow to
estimate or to predict the electrical drive’s operation, it is also possible to use the
information from the observers instead of, for example, a cyber-attacked sensor in
order to continue safe operation while re-initializing physical sensor.

Another solution that can improve robustness properties to various types of
cyber-attacks are so-called “digital twins” of the systems which lay in copying the
full detailed model of a system in a cloud, online analyzing and comparing it with the
real setup [17]. However such solutions are typically rather complex in the part of
secure communication between the system and cloud.

It is worth mentioning that the most sophisticated cyber-attackers with profile
orientation background tend to learn from the scientific world in order to enhance
their skills. It makes all cyber-security oriented research verily attractive for them and
thus it should be kept out of publicity [18].

Conclusions. Cyber-attacks can be directed on all parts of electrical drives
control systems from the sensors to tuning and constraints. Cyber-attacks affect
systems differently to physical faults. Systems which detect and mitigate or prevent
cyber-attacks are required. Usual signals used for detection in electrical drives are
information from the sensors, as well as main control system variables. It is
recommended to apply as many criteria as possible since different cyber-attacks lead
to various consequences.

Most often researchers study effects of sensor additive and multiplying cyber-
attacks, because it is easier to simulate and requires low understanding of electrical
drives operation of cyber-attackers. For the most responsible applications the systems
which are robust or adaptive with respect to different cyber-attacks are required.
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